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Ayrentudukanus

bezonacuocTs nHbopManuu

l'ocynapcrBenHas
nHPOpPMAIMOHHAS CHCTEMA

Hoctyn kK uHGpopMaun
HocTtynmHoCTh

3amura nHbOopMauu
OT HECAaHKLIMOHUPOBAHHOTO
JocTyna

Sammiraemas HHGOpPMAIIHS

Nnentuduxarus

Nudopmannonnas cucrema

Nudopmanronssie pecypcsl

Nudopmanrionnsie
TEXHOJIOTUU

Nudopmanmst

KoHnTponupyemas 30Ha

KondunennuansHocTh

O6paboTka nepcoHaIbHBIX
JTaHHBIX

TEPMUWHBI U ONPEJIEJEHUA

JelictBust 1O TpoOBEpKE IMOJUIMHHOCTH CyOBEKTa JocTyna
B MH(POPMALIMOHHOM cUCTEME
CocTosiHME  3aILMIIEHHOCTH
obecrneveHbl ee
U IIETIOCTHOCTb
HNudopmanmonnas cucrema, co3gaBaeMas B LEISIX peaTH3aluu
MOJTHOMOYU I rOCy/IapCTBCHHBIX OpraHoB
U obecrieueHus oOMeHa WHpOpMarell MeXAy STUMH OpraHaMHu,
a TaKkKe B HHBIX YCTAaHOBIICHHBIX (eIepaTbHBIMH 3aKOHAMU
HEeJsIX

Bo3MoskHOCTB TIOTydeH!s] HH)OPMAIIUK U €€ HCIIOIb30BaHHS
Cocrosinue wuH(MOpPMAIMHU, XapaKTEPU3yeMOE CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB W  HHOOPMAIMOHHBIX  TEXHOJIOTHMA
obecrieunBaTh OECHPEMSITCTBEHHBIN JOCTYH K HH(opManuu
CyOBEKTOB, HIMEIOIINX HA 3TO TIOJTHOMOYHSI

3ammra wHQOpMaIMK, HAmpaBleHHAas Ha NPEJIOTBPAIICHUE
MOJTydeHHsT 3allMIIaeMOi WH(POPMAIUK 3aHMHTEPECOBAHHBIMU
CyOBeKTaMU C HapyIIEHHUEM YCTAaHOBJIEHHBIX HOPMATHBHBIMH
W TPaBOBBIMM JOKYMEHTaMH (aKTaMu) WK o0JafaTess MU
nHQOpMalMM TpaB WM TPABHI pa3TpaHUYCHUS JOCTYIa
K 3aluniaeMo nHpopMaImu

Nudopmanust,  sABISAOMAsICS  NPEAMETOM  COOCTBEHHOCTH
U TIOJUIeKamiasl 3allldTe B COOTBETCTBUM C TpeOOBaHUAMU
IIPABOBBIX TOKYMEHTOB WJIM TPEOOBAaHUSMH, YCTAaHABIMBACMBIMHU
cOOCTBEHHUKOM MH(pOpMaIIu

[IpucBoenune cyObekTaMm u 00BEKTaM JIOCTYIA HACHTH(PHUKATOPA 1
(nnu) cpaBHEHHE TIPEABSBIISIEMOT0 HACHTU(PHUKATOPA C TIEpEUHEM
PUCBOEHHBIX UACHTU(DUKATOPOB

CoBOKYNHOCTh cojiepxaiieiicas B 0azax OaHHBIX HH(OpMaIUH
1 00€CTIeUYnBAIOIINX ee 00paboTKy  WH(OpPMAIMOHHBIX
TEXHOJIOTUIl U TEXHUYECKUX CPE/ICTB

OtnenbHBIE TOKYMEHTHI M OTAENbHBIE MACCHUBBI JOKYMEHTOB,
JOKYMEHTBI M  MacCHBBl  JJOKyMEHTOB,  COJEp Kalluecs
B MHPOPMAIIMOHHBIX cHUCTeMaX (OnOIMoTekax, apxuBax, GoHaax,
0aHKax JaHHBIX, MH(OOPMALIMOHHBIX CUCTEMAX JAPYTHX BUOB)
[Ipouecchl, meroabl moMCcKa, cOopa, XpaHeHHs, 00pabOTKH,
MPEOCTABICHUS, PACHPOCTpaHEeHUsT HHQOPMAIMU U CIOCOOBI
OCYIIIECTBIICHUS TAKUX MPOLIECCOB U METO/I0B

uHpopManuy,
KOH(HICHITNATEHOCTD,

IpU KOTOPOM
JIOCTYITHOCTh

Cenenus (cooOrmieHwus, JTAaHHBIC) HE3aBUCUMO
OT (hopMBI UX TIPECTABICHUS
[IpoctpancTBo  (Tepputopus, 3AaHHe, YacTb  3JIaHUA),

B KOTOPOM HUCKIIFOUCHO HCKOHTPOJIHUPYEMOC Hpe6HBaHI/Ie Jui, HE
HMCIOMIUX IOCTOSIHHOI'O MJIM pa30BOTO HOOITYCKa, U IMOCTOPOHHUX
TPAHCIIOPTHLBIX CPECACTB

OO0s3aTeapHOE JUIL BBIIIOJIHCHHUA JIMLOM, INOJYYHUBIINM HOCTYII K
OHpCI[CHCHHOﬁ HH(bOpMaHHH, TpC6OBaHI/IC HC MepeaaBaTb TaKYyrO
I/IH(I)OpMaLII/IIO TPETHUM JIMLIAM 0e3 coryacus ee 06J'Ia,[IaTCJ'I}I
I[CﬁCTBPISI (OHepaI_[I/II/I) C HNCPCOHAIbHBIMU NJAaHHBIMH, BKJIHOYAd
C60p, CUCTCMATU3AllUI0, HAKOIIJICHUC, XPaHCHUC, YTOUYHCHHC
(OGHOBJ’IGHI/IG, I/I3MCHCHI/IC), HCIIOJIL30BAHUC, PACIIPOCTPAHCHUC



Omnepatop

[TepconanbHbIE TaHHBIE

Yrpo3a 6e3o0macHoCTH
uHpOpMAIHH

VY93BUMOCTD

IlenocTtHOCTH

(BTOM dumcne mepenauy), oOe3nMUMBAHHE, OJOKUPOBAHHE,
YHUYTOKCHUC IICPCOHAJIBHBIX JaHHBIX

TpaXJaHUH WIM  OPUAWYECKOE JIMIO, OCYIIECTBISIONINE
JeATeNbHOCTh 10 S3KCIUTyaTallud WH(GOPMAIIMOHHON CHCTEMBI,
B TOM uuciae mo oOpaboTke wuHpOpMaIUuU, CcoAepKaiencs
B e 0a3ax JaHHbIX

JIrobast wH(bOpMaNHsI, OTHOCSIIAACA K TPSIMO WM KOCBEHHO
OTIPE/ICTICHHOMY WJIH OTIpeAeIIsieMOMY (PH3UIECKOMY JIUITY

CoBOKYyNHOCTh YCIIOBHM 51 (dakTopoB, CO3Jar0IINX
HNOTEHLHUAIbHYIO WIH peanbHO CYLLECTBYIOLIYIO
OIIACHOCT, CBSI3aHHYIO C YTEUKOH uH(popMaluu

W/WIM HECAaHKLIIMOHUPOBAHHBIMU ~ W/WIM ~ HENpeAHAMEPEHHBIMHU
BO3JICUCTBUSIMU Ha Hee

Henocratox (cmabocTh) MIPOrPaMMHOTO
(IporpaMMHO-TEXHUUYECKOT0) CpEeACTBa WM HH(DOPMAIIMOHHOM
CHUCTEMBI B II€JIOM, KOTOpBIH (KOTOpas) MOXKET ObITh
UCNOJb30BaHA  JUId  peaJn3aluud  yrpo3  0e30IacHOCTH
nHdopmanuu

VYcroitunBocTh  MHQOpManMM K~ HECAHKIIMOHUPOBAHHOMY
WJIM ClTy4ailHOMY BO3JEWCTBHIO Ha Hee B Ipoliecce 00paboTKu
TEXHUYECKUMU CPEICTBAMHU, PE3YJIbTaTOM KOTOPOTO MOKET ObIThH
YHMUTOKEHUE U UCKaKeHHEe NH(OpMaIuu



OBO3HAYEHNA N COKPAIIEHUA

I'OCT P —T'ocynapctBennsiii cranaapt Poccuiickoit deneparnun

I'BAOY Ne43 — T'ocynapcTBeHHOE OFOKETHOE JOIIKOJIEHOE 00pa30BaTEIbHOE YUPEKICHUE
nerckuid can Ned3 komrnencupyromiero Buna [Ipumopckoro paitona Cankr-IlerepOypra
®CB Poccun — OepnepanbHas cinyxkba 6e3onacHoctu Poccuiickoit denepanun

OCTIK Poccun — denepanbHas ciry:k0a 1o TEXHHYECKOMY U SKCIIOPTHOMY KOHTPOJIIO



1 OBIIUE ITOJIOXKEHU A

Hacrosimass IlosmTuka sBiIse€TCs AOKYMEHTOM, ONPEICISAIONIMM HAIPAaBJICHUS JESITEIBHOCTH B
obmactu  oOecriedyeHuss ~ WHGOPMAIMOHHOW  O€30MacHOCTH W TPEICTaBISICT coboii
CHCTEMaTH3MPOBAHHOE U3JI0XKEHUE LIelel M 3a1ad MHPOPMALMOHHON 0E30MacHOCTH, KaK OJHO HIIH
HECKOJIbKO IPaBWJI, MPOLEAYpP, MPAKTUYECKUX IPUEMOB U PYKOBOJSALIUX MPUHLMUIIOB, KOTOPHIMU
pykoBoactByercs ['BJIOY  No43, a Takke OpraHM3alMOHHBIX, TEXHOJOTHYECKUX M MPOIEAYPHBIX
acTmiekToB obecredcHuss nHpopmannoHHOW Oe3onmacHocTu. [lonokenwst Hactosmieit [lonmutuku He
pacrpocTpaHsoTcss Ha obOecriedeHue WH(POPMAIMOHHON OE30MacHOCTH CBEACHUH, COCTABIISIONINX
rocyapcTBeHHyro TaiiHy. OCHOBHOMW 3amadeid B obmactu mHpopmammonHoi O6e3onacuocta ['BIOY
Ne43 mpusHaer COBEpPIIEHCTBOBAHME MEpP M CPEICTB 0OecledyeHHsl 3alliuThl HHpopmauuu
uHpopmaunoHHsx pecypcoB I'BJIOY Ne43 B xoHTekcTe pa3BUTHS 3aKoHoAarenbcTBa Poccuiickoii
@denepallii U HOPM PETYIUPOBAHUS HWHMOPMAIMOHHON JESATEIBHOCTH B TEKYIIMX YCIOBHSIX
¢byHKIMOHUpOBaHUs MH(popMalmoHHoro nosst. Ilpu pazpaborke IloaMTUKN yYUTHIBaIMCH OCHOBHBIE
NPUHIMIBL  CO3JaHMsI CUCTEM  3allUThl HMH(OPMAlMM, XapaKTePUCTMKU U BO3MOXKHOCTHU
OpPraHU3al[MOHHO-TEXHUYECKUX MEpP M COBPEMEHHBIX HPOrPaMMHBIX U ammapaTHO-MPOTrPaMMHBIX
cpenctB 3amuThl uHpopmaruu. B pamkxax cBoeit gestensHoctd [BAOY Ned3  obGszyercs
MpeaNpUHUMaTh BCE BO3MOXHBIE Mepbl s 3alluThl HMH(OpPMalUKMKU OT Yrpo3 O0e30MacHOCTH
nHpopmanuu. TpeboBaHus WHOOPMAITMOHHOM OE30MACHOCTH, COOTBETCTBYIOT IEISAM JEATEILHOCTH
I'BAOY Ne43 w mnpenHa3sHaueHbl I CHIDKEHHS PHCKOB, CBSI3aHHBIX C pealn3alued yrpos
6e3onacHocty uHpopmaruu. llomutuka noctymHa BceM pabotHukam ['BJIOY Ne43 wu Bcem
I0JIb30BATENSIM €r0 PECYpPCOB.



2 IIEJIU Y1 3AJAYU OBECIIEYEHUS HTHOOPMAIIMOHHOM BE3OITACHOCTH

Cy0bexThl HHPOPMALMOHHBIN OTHOLICHHU I

Cy0bexTbl HHPOPMALMOHHBIN OTHOLICHHU

Cybwekramu mipu ooecrieueHnn nHpopmanuonHoi 6e3omacHocT B 'BJIOY Ned3 spisrores:

pabOTHHUKH CTPYKTYPHBIX MOJpA3/IeTICHHI (B TOM YHCIIE YBOJICHHBIE);

rpaxzaaHne, paboTaoIKe 0 JOroOBOpaM I'paXkIaHCKO-IIPaBOBOT'0O XapaKTepa;

¢u3nveckue JHIa, MPEACTaBUTENM KOHTPAareHTOB B paMKaX WCIOJIHEHUS JIOTOBOPHBIX
00513aTENbCTB;

¢dusnueckue ymna, nogasmrue oopamienue B aapec ['BIOY Ne43;

IOpUAMYECKUE JIMIA, B paMKax HCIIOJHEHUS JOTOBOPHBIX O00S3aTEIbCTB WM BO HCHOJHEHUHU
TpeOOBaHUM CO CTOPOHBI 3aKOHOIaTENbCTBA Poccuiickoit denepanuu;

Oprasbl TOCYJJapCTBEHHO BJIaCTH.

O0beKkThl HHPOPMALIMOHHBIX OTHOIIEHUH

O6bexkTaMy HHOOPMALIMOHHBIX OTHOILIEHUH SABIISIFOTCS:

uHpopmauronHsle pecypcsl I'BJIOY Ne43;

rocyllapcTBeHHble  HH(OpMAIMOHHBIE  cucTeMbl  OmepaTropoM  KOTOPBIX  SIBIISIETCS
Kowmurer;

mpoueccel  00paboTku HHpopManmuu B uWHPopMauuoHHbIX cuctemax ['BJIOY  Ne43,
nH(OPMALlMOHHBIE TEXHOJIOTHUH, pEerJiaMeHThl U Tmpoleaypbl cOopa, oO0paOOTKH, XpaHEHHUS
U nepenadu uHpopmanuu;

nHpopmalnvoHHas  MHQPaACTPyKTypa, BKIIOYalomiass CHUCTEMbl  OOpabOTKH,  XpaHEHHs
U aHanu3a MHGOpMalKU, TPOrpaMMHBIE U MPOrpaMMHO-AINapaTHbIE CPEJICTBA, B TOM YHCIE KaHAIbI
CBSI3U U TEICKOMMYHUKAIUY;

CHCTEMBl U CpEACTBA 3aILUThl MHPOPMALUU, OOBEKTHI M MOMELICHHs, B KOTOPBIX pa3MeleHbI
cpencTBa 00paboTKH MHPOPMAIIHH.

esn o0ecnieyeHuss UHGOPMALMOHHOM 0€30MACHOCTH

OcHoBHOH m1enpl0 obecnieueHuss uHPopMammuoHHoW Oe3zomacHoct ['BJIOY Ned3  geustorcs
JEUCTBUSL HANpaBJIEHbl HAa JIOCTHMIKEHUE 3allUThl CYOBEKTOB HMH()OPMAIMOHHBIX OTHOIIEHUH OT
BO3MOKHOI'O HAHECEHHMs HUM MaTepHalbHOrO, (DU3MYECKOro, MOPAIbHOTO WJIM MHOro yuiepoa,
IIOCPEICTBOM ~ CIIy4JalHOTO ~ MM IIpeJHAMEPEHHOro  BO3JECHWCTBUS  Ha  HMH(OpMaluio,
B TOM YHCJIE:

o0ecrieueHus OTKa30yCTOMYUBOTO (yHKIMOHUPOBAHUS IIPOrpaMMHBIX
U annapaTHO-IIpOrpaMMHBIX cpeAcTB KoMuUTeT 1 IpeocTaBisieMbIX CEPBUCOB;

cOOJIIOICHHS ITPABOBOIO PEKMMa UCIOJIb30BAHNS MACCUBOB U CPEJICTB 00pabOTKH HH(OpMALIHH;

IPEJOTBpAIlleHUs] peajau3ald yrpo3 0e30macHOCTM HMH(POpPMALUU IMpPU  OCYIIECTBICHUU
nesteapHocTd I'BOY Ne43,

3anayu odecneyeHusi MHPOPMAIMOHHOI 0€30I1ACHOCTH

HocTwkenune 1eneil o0ecriedyeHuss MHPOPMALMOHHOM O€30IIaCHOCTH M CBOMCTB HMH(MOpPMAIHH,
I'BAOY Ned43 pemraercs cneayromuMH 3a1a4aMu:

3alIUThI OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOPMALIMOHHBIM pecypcam;

pasrpaHMueHMs] JOCTyNa MoJb3oBaTeied K HMH()OPMAIMOHHBIM, amlMapaTHBIM, MPOrPaMMHBIM
U UHBIM pecypcam;

perucTpani ¥ MEpUOJUYECKOTO KOHTPOJS JACHCTBUI mojb3oBarened mnpu oOpaboTke
3anumaeMoi HHGopMaIy U MepUOJUUECKUI KOHTPOJIb KOPPEKTHOCTHU UX JIEHCTBUIA;

KOHTpPOJISl LEJIOCTHOCTH CpeAbl MCIONHEHUS IMporpaMM M €€ BOCCTAHOBJIIEHME B Ciydae
HapyIICHHUS;

oOecrieyeHuss  ayTeHTHM(UKALMKM W UIACHTUQHUKAIMU  TOJIb30BaTeNe,  y4yacTBYIOIIHUX
B MH(OPMAIIMOHHOM OOMEH€;

oOecrieueHus HCIIPAaBHOCTHU IIPUMEHSEMBIX B UH(POPMALIMOHHBIX cucTemMax
I'BAOY Ne43 cpenct 3amuThl HHPOPMAIIHH;

CBOEBPEMEHHOTO BBISBJICHHE HCTOYHUKOB yrpo3 0Oe30macHOCTH HH(OpManyu, MOpUYUH



U YCJIOBHIA, CITIOCOOCTBYIOIIMX HAHECEHUIO yIIepOa 3aMHTEPECOBAaHHBIM CYyObEeKTaM HMH(OPMALIMOHHBIX
OTHOIIICHUM;

CO3/IaHMEeM CIy)XObl MOHUTOPHHIa M pPEarupoBaHUS Ha Yrpo3bl 0€30mMacHOCTH WHGPOpPMALUHU
U HETaTUBHBIE MOCIIE/ICTBUS;

CO3/IaHUEM YCJIOBUH JJIsi MUHUMH3ALMU HAHOCUMOTO yIiepOa HepaBOMEPHBIMU ACHCTBUSMH, U
yCTpaHEHUE MOCIECTBUN HapyIIeHus: nHpopMmarmoHHoi 6ezomacHoctu B 'B/I0Y Ne43.

Pemenue BoinenepeyrcieHHbIX 3a1a4 B KOMUTET ocylecTBIsieTcs IOCPEICTBOM:

ydeTa BCeX MOISKAIINX 3aUTe HHPOPMAIIMOHHBIX PECYPCOB;

KYPHAIMPOBAHUS JEHCTBHI TEPCOHANIA, OCYIIECTBIIIONIETO OOCITYy)KUBAaHHE M MOJU(DHUKAIIIO
MIPOTPAaMMHBIX M TIPOTPaMMHO-ANIAPATHBIX CPEICTB HHPOPMAITMOHHBIX CUCTEM;

periaMeHTanuyu mpoieccoB 00pabotku uH(popmanuu, aedctBuii pabotHHKOoB ['BIOY Ne43
Komurer, ocymecTBIsIOMMX 3KCIUTyaTallMi0 IPOrPaMMHBIX U MPOTPaMMHO-aNNapaTHBIX CPEICTB, Ha
OCHOBE YTBEP KJIEHHBIX OpraHU3allMIOHHO-PACIOPAAUTENbHBIX JOKYMEHTOB 10 3alUTe HH(OPMAaLINN;

Ha3HAYEHUs] U MOJIrOTOBKOM paOOTHUKOB, OTBETCTBEHHBIX 3a OPraHU3aLMI0 M OCYIIECTBIICHUE
MeponpHATHil o oOecniedyeHnto nHpopMamoHHoi 6ezonacHoctu B '5/I0Y Ne43;

HaJEJICHUS] KaXJ0ro pabOTHUKA MHHUMAJIbHO HEOOXOJMMBIMU TMpaBaMH TpH  padbore
B MH(OpMALIMOHHON MH(PPACTPYKTYPE COTIIACHO UX TOJKHOCTHBIM 00SI3aHHOCTSIM;

coOI0IeHNs BCEMH paOOTHUKAMHU, HKCIUTYaTUPYIOIIMMH U OOCITYKUBAIOIIMMH MPOTpaMMHbIE U
MIpOrpaMMHO-aMnMapaTHbIe CPEeACTBA, TPeOOBaHUI OpPraHU3aIMOHHO-PACHOPATUTENBHBIX TOKYMEHTOB
o BoTpocamM obecrieueHust HHPOPMAIIMOHHON 0€30TacHOCTH;

MEepPCOHAIBHON OTBETCTBEHHOCTHIO Ka)XJ0ro pabOTHUMKAa 3a CBOM JCMCTBHS, Y4aCTBYIOUIETO
B paMKax CBOUX (PYHKUHMOHAJIBbHBIX OOS3aHHOCTEH B Ipolleccax aBTOMATH3MPOBAaHHON 00pabOTKH
nH(OpPMAaLIMK U UMEIOIIETO JOCTYII K pecypcam HHPOPMAIIHOHHBIX CUCTEM;

peanu3anmueil TEeXHOJIOTHYECKHX IIPOIECCOB 00pabOTKM WHMOPMAIMU C HCIOJIh30BAHHEM
KOMIIJIEKCOB OPraHM3allMOHHO-TEXHUYECKHX MEP 3allUThl MPOTPaMMHOr0 o0ecredeHus, MporpaMMHO-
anmnapaTHBIX CPEJCTB;

MNPUHATHS Mep Mo obecreyeHnio (pU3nueckoi 1eI0CTHOCTH MPOrpaMMHO-AMIAPaTHBIX CPEICTB
MH(OPMALIMOHHBIX CUCTEM U MOJIep’KaHueM HE0OXO0UMOT0 YPOBHS 3aIlUIIIEHHOCTH KOMIIOHEHTOB;

WCIOJIb30BAHMS MPOTPAMMHBIX U MPOTPaMMHO-AINApaTHBIX CPEICTB 3allUThl HWH(opManuu
obpabateiBacMoM B ' BJIOY Ned3 u aAMHUHHCTPAaTUBHON MOICPKKON WX UCIIOIH30BAHMS;

KOHTPOJSL ~ COOMNIOZEHMSI  MOJIb30BATEISIMH  HMH(DOPMALIMOHHBIX  CHUCTEM  TpeOOBaHUU
1o obecreyeHno HHPOPMAITMOHHOH OE301TaCHOCTH;

MpoBeJieHUsl aHanu3a YPPEKTUBHOCTH MPUHATHIX MEp 3aIlIUTHl MHPOPMAIMH U TPUMEHSEMbIX
cpencts 3anuTel nHGopManmu B 'BJJOY Ne43;

pa3paboTKU U peanu3aluu NpeIoKeHH 10 COBEPILIEHCTBOBAHUIO CUCTEM 3alllUThl HH(pOopMaLuu
B I'BIOY No43.

3 NPUHIUIBLI OBECIIEYEHUS HHO®OPMAIIMOHHOM BE30IMACHOCTH

Obecneuenre MH(GOPMAIIMOHHONW 0€30MAaCHOCTH, JOJDKHO OCYIIECTBIATHCS B COOTBETCTBHU
CO CIEAYIOIIMMH OCHOBHBIMU IIPUHLUIIAMU:

IpuHIMN 3aKOHHOCTH

IIpu BbIOOpE MepompusATHH MO 3aimuTe HHGOPMAIMH, JODKHO COOIIOAAThCS JAEHCTBYIOIIEE
3akoHoJ1aTenbcTBO Poccuiickoit denepannu B cdepe 3amuThl HHGOpPMAIUH.

Bce paGoTHMKM AODKHBI MMETh HpEJCTaBICHHE 00 OTBETCTBEHHOCTH 3a MPAaBOHAPYILEHUS
B ctepe 3amuTel nHGopManuu. [IporpammHo-annapatHsie cpeactBa, npumensemsie B I'BJIOY Ned3,
JIOJDKHBI uMeTh cooTBeTcTByomue ['BJIOY Ne43 nunensuu, oduumanbHO npuoOperaThes Y
IpeJcTaBuTeNel pa3pabOTUMKOB 3THX CPEICTB WM SBISATHCS MHTEIJICKTYaJbHOW COOCTBEHHOCTHIO
I'BAOY Ned3.

IIpyHIUDN CHCTEMHOCTH

[Ipu co3maHuM CUCTEMBI 3aIIMTHI JOJDKHBI YUYHUTBHIBATHCS AKTYyaJlbHBIE YIpO3bl 0O€30MaCHOCTH
nH(pOpMaIKY, BO3MOXHbBIE 00OBEKTHI M HAIIPaBJIECHUS aTak HAa Hee CO CTOPOHBI HapymuTeneil. Cucrema



3aIUTHI JIOJDKHA CTPOUTHCS C YUETOM HE TOJIbKO M3BECTHBIX KAaHAJIOB yTEYKHM HWH(POPMAIUH, HO U C
Y4ETOM BO3MOIKHOCTH TOSIBJICHUSI HOBBIX YSI3BUMOCTEH B IPOTPaMMHOM OOECIICUCHHH.

IpuHIMI KOMILIEKCHOCTH

KoMIekcHoe HCIOJIb30BaHUE CPEJICTB 3alUThl MHPOPMAIMH MPEANOIaraeT COrIaCOBAHHOE
MPUMEHEHHE MPU TOCTPOCHUU IEIOCTHONW CHUCTEMBI 3alllUTHI, MEPEKPHIBAIONIEH BCE CYIIECTBECHHBIC
yrpo3el Oe3omacHocTH HWH(pOpMamuu. 3amiuTa JOJDKHA CTPOUTHCS DIIEIOHUPOBaHO. Dunmyeckas
3aIuTa JI0JDKHA 00eCTIeunBaThes (PU3MUSCKUMHU CPEICTBAMU M OPTaHU3AIMOHHBIMA MEPAMH.

[Ipu mocTpoeHWy, BHEAPCHUH M SKCILTyaTallMd CHCTEMBI 3allUThl MH()OPMAIMKA PYKOBOJCTBO
I'BAOY Ne43 obGecneunBaer ycinoBus uisi 3G(EKTUBHONW KOOpAWHAIMK JEUCTBHM BCEX JIHII,
obecreunBarOIX HHPOPMAITUOHHYIO 0€301MaCHOCTD.

IIpuHIMI CBOEBPEMEHHOCTH

PazpaboTka cucrembl 3amuThl HHGOPMANMKM JOHKHA BECTHCHh IMAapauIeIbHO C pa3pabOTKOU
u  WHPOPMAIIMOHHOW  CHCTEMBl.  OJTO  TMO3BOJUT  Y4YeCTh  TpeOoBaHUS  O€30MAaCHOCTH
MPU  TIPOCKTUPOBAHWU apPXUTEKTYphl W, B KOHEYHOM CUETe, co3/1aTh Oojee d(PQeKTHBHBIC
MH(OPMAITMOHHBIE CHCTEMBI, 00JIaJAI0IINE JOCTATOYHBIM YPOBHEM 3aIUIIIEHHOCTH.

IIpuHOMI NPpeeMCTBEHHOCTH

[TocTossHHOE COBEpIIEHCTBOBAHWE MEP W CPEACTB 3alUThl WHGOPMAIMA Ha OCHOBE
MIPEEMCTBCHHOCTH OPraHU3allMOHHBIX W TEXHUYECKHX pEIICHUH, KaJIpoBOTO COCTaBa, aHaln3a
(YHKIIMOHUPOBAHUS HWH(DOPMAIMOHHBIX CHCTEM M CHCTEMBI €€ 3alllUThl C Y94eTOM W3MEHEHUt
B METOJaXx W CpeACTBaX IiepexBata WHQPOPMAIMU, HOPMATHBHBIX TPEOOBAHWU TIO 3allHUTe
nH(popMaLnH.

IIpuHIUN 10CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3aTpaT Ha obOecrnieueHne MHGOPMAITMOHHOW O€30MaCHOCTH W IIEHHOCTH
MH(OPMALMOHHBIX PECYPCOB HA BETMUYHMHY BO3MOKHOTO yiep0a OT X pas3riialleHus], YHUUTOXEeHUS U
uckaxeHus. lcnonp3yemble Mephl M CpPEICTBA 3alllUThl HHGOpPMAIMU HE JOJDKHBI YXYyIIIaTh
SProOHOMHUYECKHE MOKA3aTeId KOMIOHEHTOB HH(POPMAIIHOHHBIX CUCTEM.

IIpuHUMI OTBETCTBEHHOCTH

Bo3snoxeHne 0TBETCTBEHHOCTH 3a 00ecTieueHre 0e30TacHOCTH HHGOPMAITMU U ee 00paboTKH Ha
KaXJaoro paboOTHMKAa B IIpelenax ero IMOJHOMOYHM. B CcOOTBETCTBHMM ¢ 3TUM HNPUHIHUIIOM
pacnpezeneHue npas u 06s13aHHOCTEN PaOOTHUKOB CTPOUTCS TAaKUM 00pa3oM, YTOOBI B cydae J00ro
HapylIeH!s ObLT U3BECTEH HAPYIIUTENb.

IIpuHuMn 000CHOBAHHOCTH U TEXHUYECKOH peain3yeMoCTH

NudopmanrionHble TEXHOJIOTHH, MPOTPaMMHBIE M MPOrPAMMHO-aNapaTHbIE CPEJICTBA, MEPHI
3alUThl MHPOPMAIMK JOJDKHBI OBITh PEAM30BaHBl [0 COBPEMEHHBIM pEUICHHSIM, OOOCHOBaHBI
C TOYKH 3pEHHUS JIOCTIKEHHUS 33JaHHOTO YPOBHS 3alIUIIEHHOCTH WHGOPMAalMd M AKOHOMUYECKOM
1enecooOpa3HoOCTH, a TaKKe COOTBETCTBOBATh YCTAHOBIEHHBIM HOpPMaM H  TpeOOBaHUSAM
1o 6€30MacHOCTH HH(POPMAIIHH.

ITpunnun npodeccnonanmnzma

Peanuzanus Mep 3auutsl HHGOPMALIMK U SKCILTyaTallus CPEACTB 3alIUTh HHGOPMAIIUU JODKHA
OCYILIECTBISATHCS MPO(HEeCCHOHATBHBIMU CIICIIUAIUCTAMHU.

[IpuBneueHue CrenMaTU3UPOBAHHBIX OPraHU3alUil K pa3paboTKe CPEACTB M peanu3ald Mep
3aluThl MH(OPMALUK, TOJATOTOBJICHHBIX K KOHKPETHOMY BHUAY MACATEIBHOCTH IO OOECIEeUeHUIO
0€30MacHOCTH MH()OPMAIIMOHHBIX PECYPCOB, UMEIOIIUX OMbBIT MPAKTUUECKON pabOThl M JUICH3UH Ha
MpaBO OKa3aHUsI YCIYT B 3TOW 00IacTH.

[MpyuHIMN MUHUMHU3ALUU IPUBUJICTHH I10J1b30BaTe el

ObecrieyeHne MONb30BATENCH MPUBUIIETUSIMU MHUHHMAIBHO JOCTATOYHBIMH JIsI BBITIOJHEHUS
HMMH CBOUX JOJDKHOCTHBIX 00s13aHHOCTEH B 'BJIOY Ne43.



4 OCHOBHBIE TPEBOBAHMUA 110 BAIIUTE UHO®OPMALIUN
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3amuThl HHQOpPMAIMH JIOJDKHA MPEIyCMaTpUBaTh KOMIUIEKC OpraHH3aIllMOHHBIX,
MPOrPAMMHBIX W TPOTPAMMHO-AIIAPATHBIX CPEICTB W Mep MO 3amure WHPOpMAIUu B TpoIlecce
ee 00paboTKH.

BrimosHenue TpeOOBaHM JOCTHTACTCS 3a CUET pean3alii Ha 00beKTaX HH(YOPMATH3AIMHA MEP
T0 3a1uTe HHpOpMaIUu:

WICHTH(HUKAIIMY ¥ ayTeHTU(DUKAIHH CYOBEKTOB JOCTYIA U OOBEKTOB JIOCTYIIA;
YIPABJICHUIO JOCTYIIOM CyOBEKTOB JOCTYIA K 00BEKTaM JOCTYIIa;

OTPAHHYCHUIO TTPOTPAMMHON CPEJIbI;

3aIUTe MAIIUHHBIX HOCUTENICH EPCOHATBHBIX TAHHBIX;

perucTpamuu CoObITHI 0€30MacHOCTH;

AHTUBHMPYCHOW 3aLIUTE;

0OHAPY>KEHHUIO BTOPXKCHHUIA;

KOHTPOJTIO (aHAJIM3Y) 3alIUIIIEHHOCTH MEPCOHATBHBIX JIAHHBIX;

00eCTIeYeHHIO [IEIOCTHOCTA MH(POPMALIMOHHOW CUCTEMBI U TIEPCOHANIBHBIX TAHHBIX;
00eCTIeYeHHIO TOCTYITHOCTH MEPCOHATBHBIX JTAHHBIX;

3aIUTHI CPEJIbl BUPTYATH3AIUH;

3aIUTHI TEXHHYECKUX CPEJICTB;

3aIUTH THOOPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H H TIEPEIavud JTaHHBIX;
BBISIBJICHUIO MHITMICHTOB H pearnpOBaHHE Ha HHX;

yIpaBiICHUIO KOHpUrypanueil HHPOPMAIMOHHOM CHUCTEMbl M CHCTEMBI 3alllUThI
MEePCOHATBHBIX JaHHBIX.

I'BAOY Ned3, xak obmamatesnb WHGOPMAIMK OTPAHUYEHHOTO JOCTYIA, MPH OCYIIECTBICHUH
CBOUX TIpaB 00s13aHO:

coOJI0/1aTh MpaBa U 3aKOHHBIC HHTEPECHI MHBIX JIHII,

MPUHUMATh HEOOXOMMBIE MEPHI TI0 3aIUTe HHHOPMAIIHH;

OTpaHWYWBATh JOCTYyl K HWH(POpMANUM, €CIM Takas OOsI3aHHOCTh YCTaHOBJICHA
3aKkoHo1aTesbecTBOM Poccuiickoit deneparum.

B tom uymciae I'BJIOY Ned43, BmpaBe eciau HHOE HE NPEAYCMOTPEHO 3aKOHOIATEIbCTBOM
Poccuiickoit @eneparuu:

paspeniath WM OrPaHUYMUBATH JOCTYN K MHGOPMAIMH, ONIPEACIATh MOPSAAOK M YCIOBHS
TaKOTO JOCTYIIA;

WCI0JIb30BaTh MH(OPMALIMIO, B TOM YHCIIE PaCIPOCTPAHATD €€, [0 CBOEMY YCMOTPEHHIO;
nepenaBaTth HMH(GOpPMALMIO APYrUM JIMIIAM Ha YCTAaHOBIEHHOM 3aKOHOJATEIHCTBOM
Poccuiickoit denepariiu OCHOBaHNM;

3alUIIaTh YCTaHOBJICHHBIMHU 3aKOHOJATeNbcTBOM Poccuiickoit denepanuu crnocodamu
CBOM IpaBa B Clly4yae HE3aKOHHOTO MONy4eHHs MHQOpMAIMM WU €€ HE3aKOHHOTO
HCITOJIb30BAaHNS HHBIMM JIUIIAMMU;

OCYILIECTBIISITh WHBIE JAEUCTBUSA ¢ MH(QOpPMAIMEN WU pa3peliaTh OCYIIECTBICHUE TaKUX
NEUCTBUM, eclu STH ACUCTBHS HE MpoTHBOpedar (QenepaabHbIM 3aKOHAM U JIPYTUM
HOPMAaTHBHO-ITPaBOBBIM akTaMm Poccuiickort denepannu.

3am1/1Ta I/IH(I)OpMaI_II/II/I OTpaHUYCHHOI'O A0CTyIIa MMPEACTaBJIACT coboit IIPpUHSATHC
OpraHru3allMOHHBIX U TCXHUYCCKUX MCP, HAIIPABJICHHBIX HA:

coOmoieHne KOH(UIeHIHanbHOCTH HHGOpManuKu (MCKIIOYEHHE HEMpPaBOMEpPHOIo
J0CTyIa, KOMUPOBAHUSA, IPEAOCTABICHUS WM PACIPOCTpaHEHUsI HHPOpPMAIUH);
o0ecrieyeHne LEIOCTHOCTH HH(pOpMAIMU (MCKITIIOUEHHE HENpaBOMEPHOTO
YHUYTOXKEHUS

WM MOJIU(UIIMPOBAHUS HHPOPMALINH);



e pealM3alMI0O IpaBa Ha JOCTYyl K HWHPOpMaUUU (MCKIIOUYEHHE HEINpPaBOMEPHOTO
OnoxupoBaHus HHPOPMAITUH).

e CpencrtBa 3amuThl MUHGOOPMAIMKM BHEAPSIIOTCA IO pPE3yJdbTaTaM NpPOBEICHUS OLECHKU
PHUCKOB HH(MOPMAIIMOHHOH 0€30MacHOCTH.

Opranu3anus 3amuThl HHGOpMaALHT

[Tpu opranmsammu B ['BJJOY Ne43 3amuTsl nHbOpMaImu, JODKHBI BRIIOIHIATECS TPeOOBAHUS
®enepanbHoro 3akoHa ot 27.07.2006 Ne 149-d3 «O06 undopmarmn, HHOOPMAITMOHHBIX TEXHOIOTHIX
u 0 3aIuTe uHpOpMaLUN», KOTOpbIE peryiupyor OTHOIIEHMUS], CBSA3aHHbIE
C YCTaHOBJICHHEM, H3MEHEHUEM U TPEKpalIeHHEM pekuma 00paboTku 3ammuiiaemoit nadopmarun. B
TOM 4HCe TpeOOBaHHWS O 3amuTe HH(GOPMAaIMH, HE COCTABISIONICH TOCYJapCTBEHHYIO TalHY,
coJiep KalIeiicss B rocylapCTBEHHBIX HH(POPMAIMOHHBIX CUCTEMax yTBepkJeHHbIe mpukazoM OCTIK
Poccum ot 11.02.2013 Ne 17 «O6 yrBepxkaeHun TpeOoBaHUI O 3amuTe HHQOPMAINH,
HE COCTaBJISIOLIEH rOCYJapCTBEHHYIO TaliHYy, coJepiKallelcs B rocy/1lapCTBEHHbIX MH()OPMAIIMOHHBIX
cCUCTEMax» IS roCy/1apCTBEHHBIX MH(OPMALIMOHHBIX CUCTEM 1o KOTOPBIM
Komwuret siBisiercst Oneparopom.

B I'BJIOY Ne43 nmoMumo peain3aiiii OCHOBHBIX MEP 3aIUThl MH()OPMAIIUU OCYIIECTBIISIETCS:

e peryiuspHas OIIEHKa U VYIPaBJICGHHE pPHUCKaMU WHOOPMAIMOHHOW OE30MacCHOCTH
B COOTBETCTBUU C YCTAHOBJIEHHBIMHU MPOLIEAYPAMHU B 00JIACTH YIIPABICHUS PUCKAMU;

e uHpopmHpoBaHUE, OOyuyeHHE M  MOBBIIEHHWE  KBATHQUKAIMK  PaOOTHUKOB
I'BAOY Ned43 B chepe nnpopmaimoHHoOM 6€30MaCHOCTH;

e MeTOoAMYEeCKas IMOMOIIb pabOTHHKaM B BoIpocax oOecnedyeHus HHPOPMaIMOHHON
0e30I1aCHOCTH;

® aHaJM3 U MOUCK BO3MOXKHOCTEH 10 MOBBIIICHUIO YPOBHS 3aIIUIIICHHOCTH HH()OPMAIIHH.

st oprarmzanuu 3amuthl nHGopMmarmu ['BJIOY Ne43 BrnpaBe nmpuMeHATHh CPeACTBA M METO/IBI
TEXHUYECKOM 3aIMUTHI, TPEANPUHUMATH IPYTHUe, HE MMPOTUBOPEYAIINE 3aKOHOAATENLCTBY Poccuiickoit
denepanyu, MEpHI.

B pamkax oOecnedeHus 3amuThl UH(QOPMALIUY, B paMKaxX TPYAOBBIX OTHOIIEHUN HEOOXOAMMO
03HAaKOMHTH TMOJ] POCHUCH PAOOTHUKOB, TOCTYN KOTOPBIX K MH(POPMAIMN OTPaHUYEHHOTO JOCTYIIA,
HEO0OXO0IUM Ui BBINOJIHEHUS UMM CBOUX JOJDKHOCTHBIX O0sI3aHHOCTEH, ¢ IepeuHeM HHpopmauuu
OTpaHUYEHHOTO AocTymna, U NpuHATEIMU B ['BJIOY Ne43 mepamu 3ammuthl nHGOpMAITUN.

Oco0eHHOCTH 3aIMTHI IEPCOHAIBHBIX IAHHBIX

[Ipu opranmsamuu  o6pabotkn B I'BJIOY Ned43 mnepcoHanbHBIX JaHHBIX HEOOXOJAMMO
PYKOBOACTBOBaThCs  TpeOoBanusmu  DexepanpHoro 3akoHa oT  27.07.2006 Ne  152-03
«O mepcOHANBHBIX JAHHBIX.

Ilepeuenr Mep, BbIoHEHHE KOTOphIX oOecreunBaer ['BJIOY Ned43 B kadectBe omeparopa
MIePCOHAIBHBIX JTAaHHBIX, TOJKEH BKIIOYATh:

e HazHaueHue B 'BJIOY Ned43 oTBeTCTBEHHOTO 3a OpraHu3anuo 00paboTKU MepPCOHATBHBIX
JTAHHBIX;

e pa3paboTKy [IOKYMEHTOB, OMNpEICNSAIONMX T[paBuila B OTHOIIEHHH OOpPabOTKHU
nepcoHanbHbIX AaHHBIX B ['BJIOY Ned43, nokanbHbIX akTOB MO Bompocam o0pabOTKu
MIePCOHAIBHBIX TaHHBIX;

® [PUMEHEHHE OPraHU3allMOHHBIX U TEXHUYECKUX Mep MO oOecrneyeHH:o 0e30MacHOCTU
NIEPCOHAJIBHBIX JIAHHBIX B COOTBETCTBUU €O cTaThedl 19 @DenepasbHOrO 3akoHa OT
27.07.2006 Ne 152-®3 «O nepcoHanbHbIX TaHHBIX»;

®  BBINOJHEHHE TPEOOBAHUI 10 COCTABY U COJACPKAHUIO OPraHU3ALIMOHHBIX U TEXHUYECKUX
Mep 1o obOecredyeHuIo Oe30MacHOCTU TMEpPCOHANBbHBIX JAaHHBIX HpU HMX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX TEepPCOHANBHBIX JaHHBIX YTBEePKIEHHBIX [Ipukazom
OCTIK Poccun ot 18.02.2013 Ne 21 «OO6 yTBEpXAEHUM COCTaBa U COJEPIKAHHS
OpPraHU3alMOHHBIX U TEXHUYECKUX Mep M0 oOecrneueHno0 0e30MacHOCTH MEePCOHAIbHBIX
JAHHBIX MPU UX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAaX MEePCOHATBHBIX JaHHBIX);

® OIICHKY Bpenia, KOTOPbIH MOXET ObITh NPUYMHEH CYOBEKTaM IE€PCOHAIBHBIX JaHHBIX
B ciyuyae HapymeHusa dDenepanpHoro 3akoHa Ne 152-@3, coOTHOIIEHHE YKa3aHHOTO



Bpena M MPUHUMAEMbIX OIEPaTOPOM Mep, HAINPABICHHBIX Ha 00ECIIeYeHNUE BBHITIOTHEHUS
o0si3anHOCTEH, TperycMoTpeHHBIX DenepanbHbiM 3akoHOM Ne 152-D3;

e o3HakomiieHne pabotHukoB ['BJIOY Ne43, HemocpencTBEHHO OCYIIECTBIISIONINX
00pabOTKy MEepCOHANBHBIX TaHHBIX, C TOJIOKECHUSMHU 3aKOHOJATeNnbCcTBAa Poccuiickoii
Qdenepanii 0 TEPCOHANBHBIX JAHHBIX, B TOM 4YHCIE TPEOOBAaHMSIMH K 3allUTe
MEPCOHANBHBIX JaHHBIX, JOKyMEHTaMmH, omnpeneistoumu tpedoBanus ['5/I0Y Ned3 B
OTHOIIEHNH OOpabOTKH TEpPCOHAJBHBIX MAaHHBIX M OOydYeHHe, MpH HEOOXOJUMOCTH,
yKa3aHHBIX pa0OTHUKOB.

Obecnieuenne 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JIOCTUTACTCS, B YACTHOCTH:

® OIpeleleHUEM Yrpo3 U HapyumuTened O0e30MacCHOCTH IEPCOHANbHBIX  JIAHHBIX
npu ux 00paboTke B MHPOPMALMOHHBIX CUCTEMAaX IEPCOHAIBHBIX JTAHHBIX;

® OIpeleleHUEM YPOBHS 3alIMIIEHHOCTH NEPCOHANBHBIX JAaHHBIX B COOTBETCTBUU
¢ TpeboBanusimu IlocranoBnenuss IlpaBurensctBa Poccuiickoit ®exepanuu ot
01.11.2012 Ne 1119 «OG6 yTBepxaeHUN TpeOOBaHUN K 3aIIWTE MEPCOHAIBHBIX AAHHBIX
pHu X 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX);

® [PpUMEHEHUEM NpPOMIIENIINX B YCTAaHOBJIEHHOM TMOPSJIKE MPOLEAYpY OILEHKHU
COOTBETCTBUS CPEJCTB 3aIIUThI UH(POPMAIUY;

e oOueHKON 3(()EeKTUBHOCTH MPUHUMAEMBIX MEp MO 3allUTe NEPCOHAIBHBIX JAHHBIX 0
BBO/JIa B OKCIUTyaTalMI0 NH()OPMAIIMOHHONW CUCTEMBI IEPCOHANIBHBIX JIaHHBIX;

® BOCCTaHOBJIEHUEM MePCOHANBHBIX JTAHHBIX, BCJIE/ICTBHE MOJTyYEHUS
HECaHKIIMOHUPOBAHHOIO JIOCTYIA K HUM;

® YCTaHOBJEHHEM IMpaBWJ JOCTyNa K MEPCOHAIbHBIM JIaHHBIM, 00pabaTbIBa€MbIM
B HMHQOPMALIMOHHBIX CHCTEMax IE€PCOHAIBHBIX [aHHBIX, a TaKXke OOecreueHueM
pEerucTpanyy M ydera BCeX NEMCTBUM, COBEPIIAEMBIX C MEPCOHAIBHBIMU JAHHBIMU B
MH(GOPMAIMOHHBIX CHCTEMaX MEPCOHANBHBIX TaHHbIX;

® KOHTpPOJIEM 3a MPUHMMAEMBIMH MEpaMHM IO 3alllUTe NEPCOHAIBHBIX JaHHBIX MU
OIPENICNIEHHOTO YPOBHS 3alIMIEHHOCTH HMH()OPMAIMOHHBIX CHUCTEMAX IEpCOHAIbHBIX
JAHHBIX B MPOLIECCE €€ IKCILTyaTalUH.

5 OCHOBHBIE TPEBOBAHMUS K ITPOHECCAM OBECIIEYEHUA
UH®OPMAIIMOHHON BE3OIACHOCTH

Metoauyeckoe pyKOBOJACTBO, pa3pabOTKy pELICHUH MO 3aluTe MHPOPMALUH, COIJIacOBaHUE
BbIOOpA CPEJCTB BBIYMCIUTEIBHON TEXHUKH, MPOTPAMMHBIX M IPOTrPaMMHO-AIAPATHBIX CPEICTB
3alIUThl MHPOPMALMHU, OPraHU3alMio paboT IO BBIABICHUIO BO3MOXKHOCTEH M NpPEAyNpEeXICHHIO
yT€YKM W CBOMCTB 3amiuiiaeMoil uHGpOpMaLuu, aTTecTaluio OOBEKTOB HH(pOpMaTU3ALUU
OCYILECTBIISAIOT KOMIIETEHTHBIE CTPYKTYpHbIe noapasaeneHus I'bJJOY Ne43.

Pusznyeckas 0€30MaCHOCTD

[IpuHsTHIE OpraHU3alMOHHBIE U TeXHUUYECKHWE Mepbl mo 3amuTte nomenieHuidi 'BJAOY Ned3,
CEepBEPHOT0O M  KOMMYTAI[MOHHOTO  00OpYIOBaHMs, aBTOMAaTHU3UPOBAaHHBIX pabOuUX  MecCT
noJsib3oBarenel nHdopmarmonHbx cucteM I'BJIOY Ne43 obGecrieumBaroT peaau3aluio CIeAYHOIIUX
Mep 10:

e pasrpaHuyeHuro Joctyna paboTHukoB B nomemeHus ['BJIOY Ne43 B cooTBeTcTBUM C HX

MOJIHOMOYHSIMH U JOJKHOCTHBIMU 00S3aHHOCTSIMU;

® pCrucTpanmuun (I)aKTOB BXOoda pa60THI/IKOB B TIOMCHICHHA B KOTOPBIX BCIACTCA 06pa60T1<a
NEPCOHAJIBHBIX JAHHBIX;



e KOHTpoJUpyeMoMy IpeObiBaHui0 MocTopoHHUX Il B 'BJIOY Ned43 B momenieHus, B KOTOPBIX
BeneTcsl 00paboTka WHGOpPMAIUU OTPAHUYCHHOTO JIOCTYyNIa W pa3MENIeHBI alapaTHbIe
cpeacTBa MHPOPMALMOHHON CUCTEMBI,

® OpraHu3alyd PeKUMa KOHTPOJIMPYEMOTO BHOCA/BBIHOCA CPEICTB 0OPAOOTKH HH(OPMAITHH.

[Tomemenuss ['BAOY Ne43  nomxHbl OBITH 000PYAOBAHBI JAETEKTOPAaMHM OTHS M JIbIMA,
OTHETYIIUTENSAMU, CHCTEMaMU KOHJUIIMOHHUPOBAaHUS BO3AyXa, CpPEACTBAMHM OXPAHHO-IIOKAPHOU
CUTHAJIM3al1H.

OcHoBHoOe cepBepHOe U KommyTanmoHHoe obopynosanue ['bJIOY Ne43 nosnkHO OBITH 3aIUIIIEHO
oT mepeboeB B TOJadue DJICKTPOIHEPTHUH IIyTEM MOJKIIOUEHHUS K DIEKTPOCETH C TPUMEHEHHEM
HUCTOYHUKOB  OecrniepeOOMHOr0  MHUTAaHMS U PE3EPBHOrO  JU3elb-reHepatopa. VcTouHukH
OecriepeOOMHOrO0 MUTaHUST HEOOXOJUMO PETYISIPHO TECTUPOBATH M IMPOBEPATH YINOJIHOMOYEHHBIM
pabotHukaMm ['BJIOY Ne43 B cooTBeTCTBHU € PEKOMEHIALMSIMH ITPOU3BOIUTEIS.

[TopTraTuBHBIE TEXHUYECKHE CPEICTBA HE JOJDKHBI OCTaBaThCs 3a IpejaeiaaMH KOHTPOJIUpYeMOit
30HbI [ BZIOY Ned3 6e3 koHTposst co cTopoHbl paboTHUKOB ['B/IOY Ne4 3.

Be3onacHocth Ha paGoueM mecTe

3anperiaercs BECTH 3alKCh Mapojied B OTKPHITOM BHJE Ha MaTepHalbHBIX HOCHUTENS, 3a
UCKJTIOYEHHEM CITy4aeB, PeriiaMeHTHPOBAHHBIX METOJIOB XPaHEHHUSI.

JIOKyMeHTBl M HOCUTENU ¢ WH(pOpManued OrpaHUYEHHOTO JIOCTYNa JOJDKHBI YyOMpaThCcs B
ormeuyaThiBaeMble MecTa (ceiippl, mKkapsl u T.I1.), NOpd yxone c¢ pabouero wmecra. Ha
aBTOMaTU3UpOBaHHOM pabouem wmecte llonb3oBarens pabodast ceccus JOJKHA OBITH IpepBaHa,
pabounii cron 3abmokupoBaH. BXoa monp3oBaTens B CUCTEMY HE JIOJDKEH BBITIOJHITHCS
aBTOMAaTHYECKHU.

JlokyMeHTBI, cofieprKkalire HHOpMaIUI0 OTPAHUYCHHOTO JI0CTYIIA, TOJKHBI Cpa3y U3bIMAThCA
U3 TeyaTalomux ycTpodcTB. Jlng yrunusauud KOH(UICHIHAIBHBIX JOKYMEHTOB, JIOJIKHBI
UCIOJIb30BATbCA YHUYTOXKUTEIN JOKYMEHTOB HE HUXEe 4 ypOBHS IO CTaHIapTy Oe30MacHOCTH,
MPUMEHSIEMOMY K YHUUTOXUTEISAM JOKYMEHTOB.

[Ipy ucnonb3oBaHUM MOOWJIBHBIX TEXHHYECKHMX CPEACTB  HEOOXOAMMO  COOII0JaTh
JIOTIOJTHUTEIbHBIE MEpPbl 10 pErJiaMEeHTAallM M KOHTPOJIO KCIOJIb30BaHUS B HHMOPMALMOHHON
CHUCTEME MOOMJIbHBIX TEXHUUECKUX CPEJICTB.

Haxoxpaenue mpencraBuTeseld IOPUAWYECKUX JIMII B paMKaxX HCIOJHEHUS JIOTOBOPHBIX
0053aTeNbCTB B MOMEIICHUSIX B KOTOPBIX BeneTcsi o0paboTka nH(GOpMald OTPaHUYEHHOTO J0CTYyMa
MH(POPMAITMOHHON CHCTEMBI, BO3MOXHO TOJIBKO B CONMpOBOXIeHUU paboTHuka ['BOY Ned43
JOTYILIEHHOTO 10 00pabOTKH Takoi H(pOpMaInu.

Pa3menienne TexHUYECKUX CpencTB BbiBoga uHGopmammu B nomemeHusx ['BJIOY Ne43
MPOU3BOJIUTCS C YYETOM HCKIIOYEHHS BO3MOXHOCTH BHU3YaJbHOTO MpOCMOTpa HH(opManuu
MMOCTOPOHHUMH JIUIIAMU ¥ pabOTHUKAMHU, HE JIOMYIIEHHBIM K pa0oTe ¢ JaHHOW uH(OpMaLUeH.

Texuuueckue cpeAcTBa TOJKHBI pa3MelIaThCsl U XPAHUTHCSI TAKUM 00pa3oM, YTOOBI COKPATUTh
BO3MOXHBINA PUCK MOBPEXKICHUS 1 YTPO3bl HECAHKIIMOHHUPOBAHHOTO JIOCTYIIA.

TexHuveckoe 00cay;kuBaHue 000PYyA0BAHUSA

Texunueckue cpenctsa '6JJOY Ne43 noskHBI IPOXOIUTh HA PETYISIPHON OCHOBE CEPBUCHOE
o0cCITy’)KuBaHUE B COOTBETCTBUU C PEKOMEHALUSAMHU [TPOU3BOAUTENEH 000py10BaHMS.

PeMoHT u cepBuCHOE OOCHyXKMBaHUE OOOPYIAOBAHMS JOJKHBI BBITIONHSATHCS TOJBKO
KBTU(DUIIMPOBAHHBIMU CTICIIUATHCTAMHU.

Texuuueckoe oOcmyxuBaHue OOOpPYIOBaHUS CTOPOHHHUMH OpPraHU3aIMsIMH HE JOJHKHO
MIPUBOJIUTH K PUCKY HApYIICHUS KOH(DUIEHITUAIBHOCTH 3alUIIIaeMON HHPOPMAIIHH.

B3aumoaeiicTBue ¢ TPETHbUMM JIMLIAMHA

B nensx obecneuenust unopmanronHoit 6ezomacnoctu ['6I0Y Ned3 mpu B3anmozeiicTBum
C TPETHbUMHU JIMLIAMH JIOJKHO BBITIOJIHATH CIAEAYIOIINE MEPOIPUATHUS T10:



® 3aKIIOYEHHUIO COIVIAIICHUS O HepasrjameHnd WHGOpMalUd OrpaHHYEHHOTO JIOCTyma
MOJIy4E€HHOU B X0/I¢ UCTIOJHEHHS JOTOBOPHBIX 00S3aTEILCTB;

® OCYIICCTBJICHUIO KOHTPOJS 3a JACUCTBUSAMU MNPEACTaBUTEICH KOHTPAreHTOB B Mpejenax
KoHTpoaupyemoii 30H6l ' BZIOY Ne43.

YnpasJ/ieHue :KM3HEHHBIM HUKJIOM HH()OPMALMOHHBIX CUCTEM

MepornpusTrs B MpoIecce XKU3HEHHOTO IUKIa nHpopMannoHHBIX cucteM ['BJIOY Ned43 nomkHbI
OBITh HAITpPaBJICHBI Ha OOECICUeHUE 3amUThl HHOOPMAIMK MPU BBOJEC B JCHCTBHE, SKCILTyaTalluH,
COTIPOBOXICHUHU M MOJIEPHU3ALINH, BHIBOJA M3 IKCILTyaTaIHH.

OcHoBanueM mpu pa3padoTKe MHPOPMALUOHHBIX CUCTEM JOJDKHBI SIBISATHCS PEIICHHUS MPUHSTHIC
Ha cTaguu (GopMUpoBaHMs TPEOOBAHUM, COACpKAIINE TPCOOBAHUS B TOM YHCIIE TI0 CUCTEME 3allUTHI
nH(pOopMaInH.

JIroboe mmaHupyeMoe K BHEIPEHHIO HM3MEHEHHWE HMH(POPMAIMOHHOW CHUCTEMBbI TMPEABapUTEIHHO
JOJI’KHO OBITh MPOAaHAIU3UPOBAHO HA COBMECTUMOCTb U OTCYTCTBHE HapyIIEHUH pabOTOCIOCOOHOCTH
CHUCTEMHBIX KOMIIOHEHTOB B TOM YHUCJI€ CPEJICTB 3aIUTHI HH(OPMAIIHIH.

PaGotet mo wmoxaepHu3anMK HUHPOPMALMOHHOW CHCTEMBI, B TOM YHCJIE€ IO YCTaHOBKE
MPOTPAMMHOTO OOecriedeHus: 1 OOHOBJICHUM, JOJDKHBI MPOBOJAUTHCS B Hepabouee BpeMs WU BPEeMsi
HaWMEHBIIIEH pabodeil Harpy3KHu.

[Ipu BBIBOAE W3 OKCIUTyaTallud WH()OPMAIMOHHBIX CHCTEM JIOJDKHO  OOECTIeYMBATHCS
rapaHTHPOBAHHOE yJaJICHHE 00padaThIBaeMOW M XpaHUMOW B HUX MH(OPMAIUM C HCTOJIH30BAHHEM
CPEIICTB TapaHTUPOBAHHOTO YHHYTOXXEHUS WH(OpPMAIMU WIH TyTeM (PU3NYECKOr0 YHUYTOXKCHUS
HOcHUTeNel nHhOopMAaIIHH.

Bce mpomeaypsl obecrieuenus 3amuthl uHPOpManuu, yctaHoBieHHble B ['BJIOY Ne43 B
OTHOIIEHMH  WH(OPMALMOHHBIX  CHCTEM, JOJDKHBI  BBIMOJHATHCS M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMH JIMIIAMH 32 OPTaHU3ALIHIO paboT MO 3alUTe UHOOPMALIUH.

KonTposb 1ocTyna k ”HGOPMAIMHOHHBIM CHCTEMaM

Bce pabotauku I'BJIOY Ned43, momymienHbie Kk padoTe ¢ MHPOPMAIMOHHBIMU CHCTEMaMH HECYT
MEPCOHAIBHYIO OTBETCTBEHHOCTH 32 HAPYLIECHUS! YCTAHOBJICHHOTO MOpsAKa 00paboTKH HH(POPMALIHH.

YpoBeHb TOJHOMOYHMI moJb30Batels B HHpopManuoHHoW cucrteMe ['BJIOY Ned43 nomken
OTIPEIENATHCSA B COOTBETCTBUU C €r0 JOLKHOCTHBIMU 00S3aHHOCTSIMU.

Joctyn nomw3oBareneid K nHpopmarmoHHsiM cuctemMam ['BJIOY Ned3 nomkeH KOHTPOJIUPOBATHCS
aJIMMHHUCTPATOPOM MH(OPMALIMOHHON CUCTEMBI.

OcyllecTBIIEHHE PETYJAPHOTO KOHTPOJS BBIIOJHEHUS OPraHU3alUOHHO-PACHIOPAIUTENbHBIX
JOKYMEHTOB, Kacaroluxcs peraameHTanuu gomnycka pabotHukoB ['BIOY Ned3 k uH(pOpMAIIMOHHBIM
CUCTEMaM.

HnenTndguxkanusa u ayreHTu(pUKanus

Hoctyn nonb3oBateneil K MHGOPMALMOHHBIM CUCTEMAaM JIOJDKEH MPEAOCTaBISATHCS TOJIBKO MOCHE
YCIIEUTHOTO 3aBEPILIEHUS] UACHTU(DUKALINY, ayTCHTH(PHKAIUH.

[lonyuenue monb30BaTeNieM UMEHH B HWHGOPMALMOHHOW CHCTEME U TMapojsi, KOTOpbIe
obecreunBarOT J0CTYN K WH(GOPMAIMOHHON CHUCTEME, MOJKHO OCYHIECTBISTHCS MO MPEICTaBICHUIO
PYKOBOIUTEINS CTPYKTYPHOTO MOAPA3ACIICHHUS.

YnpasJjieHue 10CTYIIOM

B I'BJIOY Ne43 n0oymKHO OCYIIECTBIATHCS YHPABJICHHE JIOCTYIIOM K MH()OPMAIMOHHOW cHCTEMe
MOCPEJICTBOM peaNu3aliil HEOOXOJUMBIX METOJOB, THUIIOB W TMPaBWI pa3rpaHUYEeHHs JOCTYyIa
noJsib3oBarensM uHpopmarmonHoit cucrtembl I'B/IOY Ned43. B Tom ymcne oOecriedeH 3alUIleHHBIH
yIaJeHHBIH JOCTYyNl CYOBEKTOB JOCTyNma K OOBEKTaM JOCTyNa uepe3 BHENIHHE HH(POPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIE CETH.



Be3onacHocts npu padore ¢ HocuTeaAMH MHPOPMALIUA

Pabotauku ['B/IOY Ne43 nomkHBI HCIONB30BaTh TOJBKO YUTCHHBIE ChEMHBIC MAIIMHHBIE
HOCHUTENMM WH(GOpPMAIMK Ui BBITIOJHEHUS CBOMX JOJDKHOCTHBIX oOsi3aHHOCTEH. Mcmonb3oBaHue
ChEMHBIX MAIMUHHBIX HOcuTenel nHpopmarun B 'B/IOY Ne43 B HHBIX IENSIX CTPOTO 3aIPEIICHO.

CpemHbIE MaIIMHHBIE HOCUTENW WH(GOpPMAIMU JIOJKHBI XPAaHUTCS B ONEYAaThIBAEMBIX HIKadax, B
MOMEUICHUSAX B KOTOPBIX MPEIYCMOTPEeHa 00paboTKa HH(POPMAITUN OTPAHHYSHHOTO JOCTYIIA.

B ciiyuae kpakum WM TOTEpU CHEMHOTO MAaIIMHHOTO HOCUTENs HH(OPMAIMH, a TaKkKe WHBIX
MHUUJCHTOB, KOTOPbIE€ MOIYT MPUBECTH K HAPYIIEHHWIO CBOWCTB HUH(GOPMAaLMKU OTrPaHUUYEHHOIO
JOCTYTA, JOJHKHBI IPOBOAUTHCS MEPOIIPUSITUS IO PACCIICOBAHHUIO TAKUX MHIUACHTOB.

[Ipu BBIBOE W3 JKCILTyaTallMd CHEMHOTO MAIIMHHOTO HOCHTENs HH(OpMAaIuu, BCE JaHHBIE,
XpaHsIIMecss Ha HEM, JOJDKHBI OBbITh yAaJeHbl ONpPENENIEHHON KoMHccHed U3 4ucia pabOTHHKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUTOXEHUS HHPOPMALUH.

@akT YHUUTOKEHHsSI UH(POpPMALIUU HA ChEMHOM MallMHHOM Hocutese uHdopMmanuu GuKcupyeTcs
B aKTe 00 YHUUYTOKEHNU NH(POPMAIIMHN CO CbEMHOT0 MAIIMHHOTO HOCUTEI HH(OpMaLUu.

Perucrpanusi codbIThii

B I'BJIOY Ne43 noskHa OCYIIECTBISATHCS PETUCTPALIMH COOBITHIT 0€30MacHOCTH
Ha Bcex KoMmIoHeHTax wuH(popManuoHHbIX cucteM ['BJIOY Ne43, B koTOophix 0OpabaThIBaeTCs
3amuiaeMasi HHpOpMaIus.

AHTHBHPYCHAs 321MTA

B memsx oOHapyxeHus u ycTpaHeHUss BpenoHOCHBIX mporpamMMm B ['BJIOY Ned43  nomkabI
HCIO0JIb30BATHCA CPEJICTBA AHTUBUPYCHON 3alIUTHI HHPOPMAIUH.

O06s13aTeIbBHOMY KOHTPOJIIO CPEICTBOM aHTHUBUPYCHOW 3aIIMTHl MHGOPMAIMH JODKHA MOJUIekKATh
mobast mHbopmanus (TeKcToBbIe (halibl JIFOOBIX (GopMaToB, (Gailyibl JaHHBIX, UCTIOTHSIEMbIE (DANITBI),
noJiydyaemasi M reperaBaeMasi IO JIOKaJIbHOW BBIYMCIUTEIBHOM CETH, B TOM YHUCIIE U CETSAM OOIIEro
MOJIb30BaHMS, a TaKKe UH(OPMaLIK, XpaHUMasi Ha CheMHBIX MAIIMHHBIX HOCUTENSIX HH(POPMaIIH.

[Ipu ycTaHoBKe mporpaMMHOTO OOeCIieueHHUs WM €ro OOHOBJICHHS Ha CEBEpHOE 000PYyOBaHHE
JOJDKHA AaBTOMAaTHYECKH BBINIOJHATHCA IPEABApUTENIbHAs IPOBEPKA JAHHOIO IPOTrPaMMHOIO
ofecrneyeHrs Ha OTCYTCTBHE BPEAOHOCHOTO ITPOrPaMMHOTO 00ecTieyeHUsI.

O6HoBneHue 6a3 CcUTHATYp [UIS CpPEACTBA AHTHUBUPYCHOWM 3amuThl HHGOPMAIUU  JIOJKHBI
OOHOBJIATHCS €KEIHEBHO.

IMoab30BaTesn 6€3 MpaB AAIMMHUCTPATOPA HHPOPMALMOHHOMH CHCTEMbI

I'BIOY Ne43 He MOWKHBI HWMETh BO3MOXKHOCTB TMOJYYEHHUS JIOCTyNa K KOH(HUTypanuu
AHTUBHPYCHOT'O CPEJICTBA 3AILMTHI MU €r0 OTKIIFOUECHHUS.

KoHTpoJIb 321U IIIEHHOCTH NEePCOHATbHBIX JAHHbBIX

B 1menax UCKIIOYEHHS OSKCIUIyaTallud YA3BUMOCTEM MPOTpaMMHOIO oOOecreueHus] JOJKHBI
MPOBOAUTCS pabOThl MO BBISBICHHUIO, aHAIM3Y YA3BUMOCTEH WH(MOPMAIMOHHONW CHCTEMBI U
ONIEPATUBHOE YCTPAHEHUE BHOBH BBISBJICHHBIX YS3BUMOCTEH. B TOM wymcie opranusanus KOHTPOJIA
yCTaHOBKH OOHOBIICHUS MPOTPAMMHOT0 00ECIIeUeHHsI BKJIIOYAst CPEICTB 3alIUThl HH(OpMALIUH.

Hcnonb3oBanue NporpaMMHOro odecrne4eHus

Beibop mporpammHoro obecneueHus s Npou3BoAcCTBeHHbIX HyxaA ['BIOY Ned3 nomken
IIPOU3BOJUTECSA B IPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOTO B ENMHBIN peecTp pOCCHHCKHUX
MPOrpaMM JJIsl SIEKTPOHHBIX BHIYMCIUTENLHBIX MAIIMH U 0a3 TaHHBIX. B ciyyae oTCyTCTBUS aHanora
B EnmHOM peecTpe poccuiicKuX MporpaMM JUIsl SIEKTPOHHBIX BHIYMCIUTENBHBIX MAITUH U 0a3 JTaHHBIX
JIOITyCKAeTCs UCI0JIb30BaTh IPOrPaMMHOT0 0OecrieueHe UMIIOPTHOTO MPOU3BOICTBA.

Hcnouab3oBanue cpeacTs Kpunrorpagpuyeckon 3aiurbl HH(POPMALNHU

Obecnieuenne 3amuThl MHPOPMAIIUU OIPAaHHMYEHHOTO JOCTYNa OT PAcKpbITHSA, MOJU(PHUKALUUA U
HaBs3bIBaHMA (BBOJIA JIOXKHON MH(OpMaIMK) MpH ee nepegaye (MOAroTOBKe K Mepeaye) mo KaHajaam



CBSI31, UMEIOIIUM BBIXO/I 32 MPEeIbl KOHTPOJIUPYEMON 30HBI 00ECTIeYMBAETCSl IPUMEHEHHEM CPEJICTB
KpUITOTpaguuecKoi 3auThl HH(POPMALIHH.

[Ipuobperenne cpenacts kpuntorpadpuueckoit 3ammtel  uHpopMammu [BJJOY  Ne43
OCYILIECTBJISIETCS HA OCHOBAHUHU JOIOBOPOB U KOHTPAKTOB C JIMIAMU HMEIOIIMMH JIEHCTBYIOLIYIO
munensuto  @Cb  Poccun Ha ocyiecTBieHHE JESITENBHOCTH 1O  pa3paboTKe, IMPOU3BOJCTBY,
pacrpocTpaHeHHI0 MHU(PPOBATBHBIX (KpUNTOrpapHUECKUX) CPEICTB, WH(POPMAIMOHHBIX CHUCTEM U
TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTEM,  3alUIIEHHBIX C  HCHOJb30BaHHMEM  IH(POBAIBHBIX
(xpunTorpau4ecKux) CpeACTB, BBINOJHEHHIO PaldOT, OKa3aHHWIO YCIyr B 00jacTu IM(GPOBaHUS
nHPOpMALINY, TEXHHYECKOMY OOCITYXHBAHHIO IIH(PPOBAIBHBIX (KPUITOTPAPHUECKUX) CPEACTB,
MH(POPMAIMOHHBIX CHCTEM M TEICKOMMYHHKAIIMOHHBIX CHUCTEM, 3alIMIICHHBIX C HCIHOJIh30BaHUEM
muppoBaIbHBIX (KpUNTOrpauyecKnx) CpencTB (3a HMCKIIOUYEHHUEM Ccllydasl, €CIM TEXHUYECKOe
o0ciyxuBaHuE MU(POBATBHBIX (KpUNTOTpadUUIECKUX) CPEACTB, MHPOPMAITMOHHBIX CUCTEM
U TEJIEKOMMYHUKALlMOHHBIX CHUCTEM, 3alIUIIEHHBIX C  MCIOJb30BAaHHEM  IIH(PPOBAIBHBIX
(kpunrorpaUyecKkux) CpeACTB, OCYHIECTBISETCS Ui  OOecredeHHs] COOCTBEHHBIX  HYXK]I
IOPUAMYECKOTO JIMIA WIN UHIUBUAYAIBHOTO IPEITPUHUMATEIS).

B nensx opranuzanuu u oOecnedeHMM Mepenadd MHGOpMalMu IO KaHajlaM CBSI3U C
WCIIOJIb30BAHUEM CPEJICTB KpUITOrpapuueckoi 3amuThl HH(OPMALMM, a TaKXKe BBITOJIHEHUS
nunieH3uoHHbIX  TpeboBanmii @D®Cb Poccum B I'BAOY Ned43 nmomken OBITH cO37MaH  OpraH
KpunTorpaguueckoi 3auThl.

[Topranpabie pemenus ['BJIOY Ned3 ¢ BO3MOKHOCTBIO TOCTYIIA C CETEH OOIIETO MOIB30BAHMS
JOJKHBI B TPUOPUTETE pa3padaThiBaThCi C OpraHu3alyedl 3allUIIeHHOTO KaHaja MOCpPEeACTBOM
npotokona TLS ¢ moanepxxkoit anroputmoB ['OCT 34.10.

Hcnoab30BaHMe 3JIEKTPOHHOM MOYTHI

DneKTpoHHAas MoYTa J0JDKHA HCmoib3oBathest B ['BJIOY Ned3 ¢ menpio opranmuszaruu oOMeHa
ANIEKTPOHHBIMH COOOIIEHUSIMH MEXKTy pAOOTHHUKAMH U CYyObeKTaMu WH()OPMAITMOHHOM 0€3011aCHOCTH.

[Ipu rcnoIb30BaHUM ANEKTPOHHOM MOYTHI 3aMPEIIACTCS:

e oOMeH mHpopmanuen I cIyKeOHOTO TOJIb30BaHUS, a TaKkke HH(popMaIuel orpaHuYeHHOTO
JOCTYTIa;

® IIPENOCTaBJICHHUE JOCTyIA K DJIEKTPOHHOM IIOYTE C MCIOJIb30BAHMEM JAHHBIX CBOCH Y4YETHOHU
3alMCH TPETBUM JIMIIAM;

e nyOJMKaIUs CBOErO CIYy)KEOHOIo ajpeca IEKTPOHHON HOYTHI B AJIEKTPOHHBIX KaTajlorax, Ha
IIOMCKOBBIX MAaIlMHAaX M JPYrHMX pecypcax ceTu VIHTepHET B LeNsAX, HE CBA3aHHBIX C
HCIIOJITHEHUEM CBOMX JOJDKHOCTHBIX 00s13aHHOCTEH;

® IIOJNKCKA [0 IEKTPOHHOM MOYTE Ha Pa3jM4YHbIE PEKIAMHBIE MaTEPHUAJIbl, JIUCTHI PACCBUIKH,
IEKTPOHHBIE XKYPHAJBI U T.J., HE CBSI3aHHBIC C BBIIIOJIHEHUEM II0JIb30BATENEM JOJDKHOCTHBIX
00s13aHHOCTEI;

® OTKpbITHE (3aIlyCK Ha BBINOJHEHUE) (AWIoB, MOJYYEHHBIX IO 3JEKTPOHHON HOYTE WM M3
pecypcoB cetu MHTepHeT, 63 mpeaBapuTebHONW MPOBEPKU UX aHTUBUPYCHBIM MPOTrPaMMHBIM
o0ecrieyeHHEeM.

Pabora B ceTsix 001ero noJb30BaHust

I'BAOY Ned43 ocramusiet 3a co60il mpaBo OJIOKHPOBATH UM OTPAHUYMBATE JTOCTYIl PAaOOTHUKAM K

CeTsSM CBs3M OOIIEro MOJb30BaHUS, B TOM 4ucie ceTh VHTepHeT, coiepikaHue KOTOpBIX HE MMEEeT
OTHOILIEHMS K HCIIOJHEHHUIO JOJDKHOCTHBIX OOS3aHHOCTEH, a Takke K MH(OPMAIMOHHBIM pecypcam,
COJIep’KaHNE U HAIPaBJICHHOCTh KOTOPBIX 3allpelIeHbl 3aKOHOAAaTeNbCTBOM Poccuiickoit @eneparui.

Nudopmammst o mnocemaempix pabotHukamu ['BJIOY  Ned43  wuHbOpMAlMOHHBIX PECypcoB

MPOTOKOJIUPYETCS Ul MOCIEAYIOIIEro aHalu3a U, IpU HEOOXOJIUMOCTH, MOXKET OBITh Mpe/CTaBiIeHa
PYKOBOJUTENSAM CTPYKTYPHBIX IOJIpa3zeneHuil, a Takxe pykosoautento I'bJIOY Ned43 st koHTpOIIs.



[Ipu ncnonb3zoBanuu cetu MHTEPHET 3anpeleHO:
® 1CIIOJIB30BaTh NpeaocTaBieHHbI KoMureT noctyn B cetb IHTEpHET B TMYHBIX LIEJIAX;
® CIIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE NPOrPAMMHBIE M IPOTrPaMMHO-AIIapaTHBIE CPEICTBA,
I103BOJISIFOIIME [IOJIyYUTh HECAHKIIMOHUPOBAHHBIN 10CTYN K ceTH MIHTepHET;
e 1yOIMKOBaTh, 3arpy’kaTb M pPacIpOCTPaHATh MaTepUalIbl COJEpKAIlUe HEJOCTOBEPHYIO
uHpopmanuto o Komurer, a Takxke danbcudunmponats cBoit [P-agpec.
Pe3epBHOe KONMpoOBaHNe U BOCCTAHOBJICHUE TAHHBIX
OcymiecTBiieHHE PE3EPBHOIO KOUPOBAHUS JOKHO OCYILECTBISATHCS JJIS:
e wuHpopmanmu oOpabareiBaeMoil Ha (aililoBOM cepBepe U cepBepe  MPHIIOKEHHH,
MH(OPMALIMOHHON CUCTEMBI;
e paboynx MECT aIMUHUCTPATOPOB UHPOPMAITUOHHON CUCTEMBI.
Yactota W pexXHUM pPE3EPBHOTO KOMHUPOBAHUS YCTAHABIMBAIOTCS TaKUM OOpa3oM, YTOOBI
o0ecneunTh MUHUMAJIbHYIO TIOTEPIO JAHHBIX U ONIEPaTUBHOE BOCCTAHOBJICHHE.
Hactpoiika pe3epBHOro KOMMPOBAHUS U BOCCTAHOBJIEHHSI PECYpCOB MH(POPMAIMOHHBIX CHUCTEM
I'BAOY Ne43 nomxHbI IPOBOIUTH yOJHOMOYEeHHbIE paboTHUKU ['BJIOY Ned3.
Pe3epBHOE KONMMpPOBaHME JOJKHO OCYIIECTBISATHCS B aBTOMAaTHYECKOM PEKHMME C MPUMEHEHUEM
OTEUECTBEHHOIO CHENHMATU3UPOBAHHOTO CPEACTBA PE3EPBHOTO KOMHUPOBAHUS C JIEHCTBYIOUIUM
cepTruUKaTOM COOTBETCTBUS MO TpeboBaHusIM Oe3omacHocth nHpopmarmu GCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUSI K ITPOLECCAM YIIPABJIEHUA
NH®OPMAIIMOHHOMU BE3ONMACHOCTbBIO

MoHUTOPUHT HH(POPMAIMOHHOI 0€30ITACHOCTH

Ha mnocrosiHHONM OCHOBE MJOJKEH MPOBOJUTHCS KOMIUIEKCHBIM aHanu3 (QyHKIUOHHPOBAHUS
nHpopmanmonnot cuctembl ['BJIOY Ned3 wu BoO3HUKAaOMMX COOBITHH  HHGOPMAIIMOHHON
0€30MaCHOCTH.

[Ipomiecc MOHUTOpPHHTAa CHCTEMBI oOecreueHus HHPOPMAIMOHHON O€30MacCHOCTH JIOJDKEH
BKJIIOUATh B c€0s1 KOHTPOJIb OPraHU3alMOHHBIX U TEXHUYECKUX Mep M0 3alluTe UHpOopMaliy, aHau3
rapaMeTpoB KOHPUTypalui U HACTPOUKH CPEJICTB 3alUThl HHGOpMAIUK.

[Ipn npoBeneHHH KOHTPOJBHBIX MEPONPHUITHHA, CBS3aHHBIX C OLIEHKON pealu3alud Mep
no 3anute uHbopmanuu B 'BJIOY Ned3, ymonHOoMoueHHBIE paOOTHUKH JOJKHBI MPUACPKUBATHCS
CJIEYIOIIUX PUHIUTIOB:

e He Hapymath GpyHKIMOHUpoBaHUE AesTelbHOCTH [ BJIOY No43;

e JIeiiCTBOBATh B COOTBETCTBHU C YTBEPKJICHHBIMHU OPraHU3allMOHHO-PACTIOPAIUTEIbHBIMH
nokymentamu I'BJIOY Ne43 no 3amure nndopmaiuu;

® He CKpBIBaTh (PAKTHI BHISBICHHBIX COOBITHII HH(OPMALIMOHHON 06€30MaCHOCTH;

e 0GhOpMIIATH OTYETHI, MOATBEPXKIAIOUINE BBIIOJHEHUE MEPONPUATHII MO 3alluTe
nHpOpMaITUH.

Nudopmanus, monydeHHas B  XOJ€ TMPOBEICHUS  KOHTPOJIUPYIOIIMX  MEPONPHUATUI
0 JEeHCTBHSX, COOBITUAX W TapaMeTpax, MMEIIIUX OTHOIIEHHWE K pealu3alud Mep MO0 3alluTe
uH(popMalUY, JOHKHA KOHCOJUIUPOBATHCS W XPAHUTHCS B MECTaX, HCKIIOYAIOIIMX MOJIyueHUe
K HEll HECaHKIIMOHUPOBAHHOTO JOCTYTIA.

MOHHUTOPHHT JaHHBIX O 3apETHCTPUPOBAHHBIX COOBITHSX HH(POpPMAIMOHHOW 6e30MmacHOCTH
JOJKEH MPOBOJUTHCA, MO BO3MOXXHOCTH, C HMCIHOJIb30BAHUEM CHUCTEMBbl MOHUTOPUHIA WHLUJIEHTOB
nH(OPMAIMOHHONW OE€30MacHOCTH HIIM BCTPOSHHBIX MEXAaHU3MOB HACTPOWKH W ayauTa COOBITUH
B TMPOrpaMMHBIX M MPOTrPAMMHO-AMMApPAaTHBIX CPEACTBAX, HCIOJB3YyeMBbIX B HH(POPMAIIMOHHOMN
unopactpykrype I'BJIOY Ned3.



YupasiieHue pucKkamMmu

OmnpeneneHue BHYTPEHHHUX TpeOOBaHUI N0 3amure HH(GOpMAIUH, IODKHBI OCHOBBIBATHCS
Ha pe3yibTaTax INPOBEACHUS aHAIM3a PUCKOB HAPYIICHHS OCHOBHBIX CBOWCTB 0€30MacHOCTH
st “HGopMannoHHsIX pecypcoB I'B/IOY Ned3.

OCHOBOI OLIEHKH PHUCKOB JIOJDKHA OBITH OLIEHKa YCIOBUH U (DaKTOPOB, KOTOPHIE MOTYT CTaTh
NPUYMHON HApyHIICHHUS LEJIOCTHOCTH, KOHOUACHIMAIHLHOCTH W JOCTYITHOCTH Ui WH(OPMAIMOHHBIX
pecypcoB 'BJIOY Ne43.

PesynpraToM TpoBeNeHHsS aHAM3a PHUCKOB JIOJDKEH OBITh pa3pabOTaHHBIH KOMILIEKC Mep,
HaIPaBJICHHBIX HA CHUYKEHUE BO3MOYKHOTO HEraTUBHOIO BIUSHUSA HA OCHOBHYIO JA€ATEIbHOCTD
I'BAOY Ned43 mpm peanm3anmy TOW WM WHOW yrpo3sl 0Oe3omacHOCTH HMH(pOpPMAMK U
o0ecrieynBarOIUX B JaTbHEHIIIEM TOCTATOYHBIM YPOBEHb 3alIUIEHHOCTH WH(POPMALMOHHBIX CHCTEM
I'BAOY Ned3.

YnpasiieHue MHIMIEHTaAMH HH(POPMAIMOHHOM 0e30ACHOCTH

st o6ecnieyerust 23PPEeKTUBHOTO pa3pelIeHUs] HHIUAECHTOB HH(GOPMAIIMOHHON 06€30TacHOCTH B
I'BAOY Ned3, MuHMMHU3alUU IOTEPh U YMEHBILIEHUS! PUCKAa BO3SHUKHOBEHMS MOBTOPHBIX MHIUECHTOB
JIOJI’KHO OCYILIECTBJISATHCS YIpaBJIeHUE HHIUACHTaMU HH(POPMAIIMOHHOMN 0€30M1acHOCTH.

JUia  ynpaBieHUS WHUUACHTaMU HWH(GOPMAlMOHHOW O€30MacHOCTH JIOJDKHA OBITh CO3/1aHa
ciy:k0a MOHHUTOPUHTA U pearupoBaHMs] HAa WHUUACHTH MH(OPMAlMOHHOW O€30MacHOCTH, KOTopas
MOCPEJICTBOM KOMIUIEKCa CPEACTB W MepomnpusiTUd A cOopa W KOHCOJNMIAIMHM HHpopmanuu
00 MHUMJEHTAX pelIaeT JaHHYI0 3ajJady. B OTHOIIEHHMH KaXJO0ro MNPOM30LIEANIEr0 WHIUACHTA
paboOTHUKaMU U3 CIOYXKObl MOHUTOPHHIAa W pEAarupoBaHHsS Ha HWHUUACHTHl HH(POPMAIOHHOM
0€30MacCHOCTH JOJHKEH BBIMOJHITHCS €r0 aHallu3, U pa3zpaboTka 3(h(PeKTUBHBIX Mep pearupoBaHUs Ha
NAHHBIA MHIIAICHT.

AyauT cucteMbl o0ecriedeHusi MHPOPMALMOHHOI 0€301aCHOCTH

B mensx omeHku Tekymero ypoBHs uH(popMmarmoHHOW Oe3omacHoctH ['BJIOY Ned43 nHa
PEryISIpHOIl OCHOBE JIOJIKEH MPOBOIUTHCS ayAUT WH(DOPMALIMOHHON 0€30MaCHOCTH.

Bayrpennue aymuThl J0JDKHBI BBITONMHATHCA padoTHuKamu ['BJIOY Ne43. B umcno 3amad,
pelIaeMbIX MU MPOBEIEHUU BHYTPEHHUX ayAUTOB UH(POPMAIIMOHHON 6€30MacHOCTH, BXOIAT:

e cOOp M aHAJIM3 UCXOHBIX JAHHBIX 00 OPraHU3AIMOHHONW ¥ (PYHKIIMOHAIBHOU CTPYKTYpE
MH(OPMALIMOHHBIX CHCTEM, HEOOXOAMMBIX JUISl OLIEHKH COCTOSIHUS CHUCTEMbI 3aIUThI
nHpopMmaluu;

® aHajM3 YTBEPXKJICHHBIX OPraHU3alMOHHO-PACHOPSAUTEIBHBIX JOKYMEHTOB IO 3alllUTe
uHpopMallUd Ha MpeaMeT UX MOJHOTH U 3((EKTHUBHOCTH, a Takke (OpMUPOBAHUE
pEeKOMEHAALNN M0 UX TOpabOTKe WU pa3padOTKU HOBBIX;

e oOocHoBaHue (prHAHCOBOW 3(PPEKTUBHOCTH BHOBb MPHUOOPETAEMBIX CPEICTB 3aIIUTHI
nHpopMaluu;

e [poBEpKa MPABWIBHOCTH BHIOOpPAa W HACTPOWKU CPEACTB 3allUThl HHGOpMAaIUH,
(dbopMHpOBaHHE TMPEANOKEHUNH IO HCIOJIb30BAHUIO HMEIOLIUXCA CPEJACTB  3alllUThI
nH(OpMAaLIUK AJIS TIOBBIIICHUS YPOBHS HAIEKHOCTH U 0€30MaCHOCTH WH(OPMALIMOHHBIX
cuctem I'BJIOY No43;

® aHajgM3 OTYETOB IO MPOM3OLIEANINM HHIUACHTAM HH(OPMALMOHHONW O€30MacHOCTH
U IPHUHSTBIM MEpPaM 10 UX pa3peleHUIO.

IToBbIICHHE OCBEIOMICHHOCTH PA0OTHHKOB

B pamkax opraHu3anuy KOMIIJIEKCHOTO MPOTUBOJICHCTBUS yrpo3aM 0e30MacHOCTH MH(OopMaIu,
HUCXOISAIINM oT pabOTHUKOB I'bAOY Ne43 JOJDKHA MHOCTOSIHHO MHOBBIIATHCS
UX OCBEJIOMJICHHOCTb B 00JIACTH 3alUThl UH()OPMAIIHH.

IToBsienue ocsepomiieHHOCTH paboTHUKOB I'B/IOY Ne43 ocymiectBisiercs:

e 10 cymectByrouuM B I'BJIOY Ne43 oprann3alinoHHO-pacopsiAUTENBHBIM JOKYMEHTAM;

e 1o npumeHsieMbM B ' BJIOY Ne43 mepam 3amuTsl HHGOpMAaIiy;

® 10 MIPABUJIHLHOMY UCIIOJIb30BAHUIO CPEACTB 3aIMTHI HHPOPMALIUH.



7 3AKVIIOYEHUE

[Ipu u3menenuu neicTByONIEro 3akoHoaaTeNnbcTBa Poccuiickoit denepanuu B 001aCTH 3alIUTHI
nHpOpMAINY, a TaKXKE OpPraHU3aUOHHO-pacopsAAUTeNbHBIX ToKyMeHTOB ['BJIOY Ned43 nacrosmas
[lonutuka ¥ HU3MEHEHMs] K HEW INPUMEHSIOTCS B YacTH, HE IPOTUBOpPEYAllleld BHOBbL IPHUHSITHIM
3aKOHOJATEJIbHBIM U UHBIM HOPMAaTUBHBIM aKTaM, a Takke BHYTpeHHUM JokymeHTam ['BJIOY Ne43.

Bce TpeboBanus, ycTaHOBICHHBIC ICHCTBYIONIUM 3aKOHOIATEILCTBOM Poccutickoit denepanun,
MOJ3aKOHHBIMU aKTaMH W JOTOBOPHBIMH OTHOIICHHsSIMH, a Takke mnoaxona [BAOY Ned3
K 00€CIeYeHUI0 COOTBETCTBHSA STHM TPEOOBAaHMSAM JOJDKHBI OBITH SIBHBIM 0Opa3oM OTIPE/IEICHBI,
JOKYMEHTUPOBAHBI U MOJIEP’KUBATHCS B AKTyaJIbHOM COCTOSIHUH.

I'BAOY Ned43 B mNOpUOPUTETHOM HAMPABICHUU JIOJDKEH PACCMaTpPUBATHCA — IMEPEXOT
a IPOTpaMMHOr0 00ecre4eHne OTEUYECTBEHHOTO MPOU3BOAUTENS, BKJIIOUEHHOTO B €IMHBIN peecTp
POCCHICKHMX MpOrpamMM JAJIsi JIEKTPOHHBIX BBIUMCIMUTEIBHBIX MAlIMH M 0a3 JaHHbIX. B ToM uucne
[0 YacTH CEpPBEPHOr0, KOMMYTAIMOHHOIO OOOpYHOBaHHS U IPOrpaMMHO-alNapaTHBIX CPEACTB
BKJIFOYEHHBIX B EJIMHBIN peecTp poCCUNCKON paarodIeKTPOHHON MTPOTYKIIUH.

ITepecmoTp © BHeceHME UM3MEHEHM B  HacTosmyr [loJMTHKY  OCYHIECTBISIIOTCS
Ha [IEpUOIMYECKON U BHEINIAHOBOM OCHOBE.



8 CIIMCOK MCIIOJb30BAHHBIX UCTOYHUKOB

1  ®enepanbHblil 3aKOH OT 27.07.2006  Ne 149-@3 «O6 uHpOopManuy,
MH(GOPMAIMOHHBIX TEXHOJIOTHSX U O 3alIUTe HHPOPMALIUNY.

2  @epepanbHblil 3ak0H 0T 06.04.2011 Ne 63-D3 «OO0 351€KTPOHHOMN MO ATUCH.

3 IlocranoBnenue IlpaButenbctBa Poccuiickoit ®epepanuun ot 16.04.2012 Ne 313
«O06 yrBepxkneHnn [1oyokeHUsT O JIMIEH3UPOBAHUU JICATEIILHOCTH TIO pa3paboTKe, MPOU3BOJICTRBY,
pacrpocTpaHeHHI0 IMU(QPOBANTBHBIX (KPUNTOrpapHUecKUuX) CpPeAcTB, HWH(MOPMAIMOHHBIX CHUCTEM
U TEICKOMMYHHKAIIMOHHBIX  CHCTEM, 3allMIICHHBIX C HCHOJb30BaHWEM  IH(POBATHHBIX
(kpunTorpauIecKux) CPEICTB, BBIMOJHEHHIO PAabOT, OKAa3aHUIO YCIAyr B 00JacTH MIM(pPOBAHUSA
nH(popMallUY, TEXHUYECKOMY OOCIYy)KMBaHHIO HIU(PPOBAIbHBIX (KpUOTOrpadUyecKuX) CpeaCTB,
MH(OPMALIMOHHBIX CUCTEM M TEJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3alllUIIEHHBIX C HCIOJIb30BaHHEM
mUpoBaJIbHBIX (KpUNTOrpaUUECKux) CpPelICTB (3a HCKIIOYEHHEM Ciydasl, €CId TEXHUYECKOe
oOcinyxuBaHue MHUPPOBAIbHBIX (KpUOTOrpauyecKux) CpeacTB, HHPOPMAIMOHHBIX CHCTEM
U TEIEKOMMYHUKALIMOHHBIX CHUCTEM, 3allMIIEHHBIX C  HCIOJIb30BAaHMEM  IIM(PPOBAIbHBIX
(kpunrorpaUyecKkux) CpeICTB, OCYILIECTBISETCS i oOecreueHus: COOCTBEHHBIX  HYX]
IOPUANYECKOTO JIMIIA WM UHIUBUAYAIBHOTO IPEITPUHUMATES ).

4 TlocranoBnenue IIpaBurensctBa Poccuiickoit ®Penepanuu ot 01.11.2012 Ne 1119
«O6 yrBepkAeHUM TpeOOBaHMI K 3alUTe TMEePCOHANBHBIX MJAHHBIX TMpU HUX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIX).

5 Ilpuxaz OAIICU ot 13.06.2001 Ne 152 «O6 yrBepxkaenun HWHceTpykuuun
00 opraHu3anuy 1 o0ecrieueHuu Oe301MacCHOCTH XpaHeHus, 00pabOTKU U Mepesadr 1o KaHaiaM CBSI3U
C UCIOJIb30BAaHUEM CPEJICTB KpUNTorpaguueckoit 3auTsl HHGOPMAaLUU ¢ OTPAaHUYEHHBIM JTIOCTYIIOM,
HE COoJIepKallel CBECHU, COCTABIISAIONINX TOCYIaPCTBEHHYIO TAUHY.

6 Ilpukaz ®CBb Poccum ot 09.02.2005 Ne 66 «OO6 yrBepxkaeHuu Ilomoxxenus
0 pa3paboTKe, TPOU3BOJICTBE, PeATM3aIlMH U SKCIUTyaTalluy MU(PPOBATBHBIX (KPUNTOrPapUISCKUX)
cpencts 3amuthel nHGopManuu ([Tomoxenue ITK3-2005)».

7 Tlpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «OO6 yrBepKaeHHH TPeOOBAHHWA O 3aIUTE
nH(pOpMAITMK, HE COCTABJIAIONICH TOCYAAPCTBEHHYIO TalHY, COJEpXalleldcss B TOCYIapCTBEHHBIX
MH()OPMALIMOHHBIX CUCTEMAX>.

8 Ilpukaz ®CTOK Poccun ot 18.02.2013 Ne 21 «OO0 yTBEepKACHHH COCTaBa U COACPIKAHUS
OpraHU3alMOHHBIX M TEXHUUYECKHX MEp 10 00eCreyeHnI0 0€301aCHOCTH NEPCOHATIbHBIX IaHHBIX MPU
ux 00paboTke B MHPOPMALMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX).

9 IIpuxaz ®Cb Poccuu ot 10.07.2014 Ne 378 «O6 yrBepxkaenun CocraBa U COAEpKAHUS
OpraHU3alMOHHBIX U TEXHUUYECKHX MEp M0 00eCreyeHnI0 0€301aCHOCTH NEPCOHATIbHBIX IaHHBIX MPU
ux o0paboTke B MH(OPMALMOHHBIX CHCTEMax MEPCOHAIBHBIX JAHHBIX C MCIOJIb30BAaHUEM CPE/ICTB
KpUNTOrpaguuecko 3amuThl HHGOpMAlMK, HEOOXOJMMBIX I BBINOJHEHHUS YCTAHOBIIEHHBIX
[IpaBurensctBoM Poccuiickori denepanuu  TpeOOBaHM K 3alllUTe TEPCOHAIBHBIX JAHHBIX
JUISL KQXKJIOTO U3 YPOBHEH 3alIUIIICHHOCTHY.

10 TOCT P 51624-2000 «3amurta wuHbOpManuu. ABTOMAaTU3HPOBAHHBIE CHCTEMBI
B 3aLUILEHHOM HcnojHeHuu. O01mue TpeboBaHus.

11 TOCT P 51898-2002 «AcnekTsl 6e30nacHOCTH. [IpaBuiia BKJIIOUEHHS B CTAaHAAPTH».

12 TOCT P 50.1.056-2005 «Texnuueckass 3amura HHPopmaruu. OCHOBHBIE TEPMHUHBI
U OIIPENICTICHUSD.

13 TOCT P UCO/MDBK 27001-2006 «MupopmaimioHHast TeXHOJIOrus. MeToapl U CpeiacTBa
6e3onmacHocTH. CUCTEMbI MEHEKMEHTa HH(POpMaMoHHON 6e30nacHoCTU. TpeboBaHU».

14 TOCT P 50922-2006 «3amuTa uapopmanuu. OCHOBHbIE TEPMHUHBI U ONIPEICTICHUSD).

15 TOCT P 51275-2006 «3ammura undopmaimu. OO0bekT wuHpopMaTH3anuu. DaxTopsl,
BO3/IeHCTBYIOINE HAa HHPopMaLuto. OOIIue MOI0KEHUS.

16 TOCT P HCO/MDBK TO 13335-5-2006 «HWHpopManoHHast TeXHOIOTUA. MeTombl
U cpeacTtBa obecrieueHus: OesomnacHOCTH. Yacth 5. PyKOBOJACTBO MO MEHEIKMEHTY 0€30IacHOCTH
CETH».



17TOCT P  HCO/TO 13569-2007  «®PunaHCcOBBIE  ycayru.  PekomeHpanuu
10 HHPOPMAITMOHHOM 0€30MTaCHOCTI.

18 TOCT P UCO/MDBK 27005-2010 «MupopmanmonHas TeXHOJOTHs. METOIbl U CpeicTBa
obecrnieueHus 0€30TMacHOCTH. MeHeKMEHT prucka HH(POPMAIIMOHHOMW 0€30TTaCHOCTHY.

19 TOCT P UCO/MDBK 27004-2021 «MupopmanmonHas TeXHOJOTHs. METOIbl U CpEeICTBa
obecrieyenns O6e30macHOCTH. MeHeKMEHT HHPOPMAMOHHON Oe30T1acHOCTH. MOHUTOPHHT, OI[CHKA
3alIUIIEHHOCTH, aHAJIN3 1 OIICHUBAHHEY.

20 I'OCT P 51897-2021 «MeHemxMeHT pucka. TepMUHBI U ONIPEIETCHUS.

21 TOCT P 52069.0-2013 «3Bammra wuapopmammu. Cucrema craHaapToB. OCHOBHBIC
TIOJIOKEHHUSI.

22 Konneniust ”HGOPMAIIMOHHON 0€30MaCHOCTH UCTIOTHUTEIBHBIX OPTaHOB TOCY/AapCTBEHHOM
Brnactu Cankr-IlerepOypra ot 20.02.2023.



